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eAUA (Electronic AUA) Process — Granting Authority

1. NDHIN provides the eAUA link as well as the eAUA Email Script to the Granting
Authority: Page 7. The participant edits Page 7 by replacing the black script in the
screenshot below with the name and email address of the granting authority who will
approve the AUA.

When you are asked to assign the NEXT PARTICIPANT, enter:
{Participant Granting Authority enter name and email here}

2. Granting Authority emails the eAUA link and instruction email to person(s) requiring
NDHIN access: Page 7.

3. User clicks on the URL provided by their facility.

4. User clicks ‘Continue’ at bottom of page.

NORTH AUTHORIZED USER AGREEMENT
deon NORTH DAKOTA INFORMATION TECHNOLOGY
HEALTH INFORMATION NETWORK
Be Legendary~ SFN 6029742 (12:2022)
The North Dakota Health Information Network (NDHIN) allows health care providers to electronically access, use, and disclose patient
health information. Information is encrypted and sent over a secure network. The North Dakota Information Technology Department (NDIT)

is required by statute ND.C.C. § 54-59-26(b) to implement and administer a health information exchange.

Please print clearly. *Required. {Howver over field text for help.)

MName of NDHIN FParticipant (Health Care Organization)* User ID

Authorized User's Name* Title* E-mail Address®

National Provider Identifier (NF1) (Personal NP1 for Primary Provider or Pharmacist, Facility NP1 or N/A for other users)®

Facility Address” ‘City‘ ‘Statc' ‘Z\P Code*

Choose the role that matches the user's job funclion.
Role:  Select. -

Other-specify:

Participants and the NDHIN monitor the impermissible access, use or disclosure of patient health information by Authorized Users.
Impermissible access, use or disclosure may result in disciplinary action and termination of this agreement and a breach could result in
personal liability for damages

As an Authorized User you agree to the following terms and conditions.

1. | will only access, use, or disclose an Individual's Protected Health Information (PHI) with whom | have a health care relationship; for
treatment, payment processing, or other necessary business related to the Individual in the performance of my duties
2. | agree lo access, use or disclese only the minimum necessary amount of an Individual's PHI necessary for the performance of my
duties.
3. | agree to maintain the confidentiality of PHI as required under the HIPAA Rules, Federal and State Laws and Regulations, and
Administrative Rules applicable to an Individual's health information.
| agree to abide by the NDHIN policies
. | acknowledge the HIPAA and NDHIN confidentiality requirements continue beyond my employment with the Parlicipant.
| acknowledge that | must participate in annual pnivacy and secunty training as a member of the Parhicipant's workforce.

@

| HAVE READ AND AGREE TO COMPLY WITH THE NDHIN AUTHORIZED USER AGREEMENT.

Authonzed User's Signature Print Name Date

'Signature of individual designated by Participant to authonze this Print Name Date
User Agreement

By chicang continue, | acknowledge that | have read and agree to the Adobe
our for details on our privacy peactices.
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5. User completes and signs the form. Note that required fields have orange asterisks. Click
'Click to Sign” at the bottom of the form.

NORTH AUTHORIZED USER AGREEMENT
Gkoll-d NORTH DAKOTA INFORMATION TECHNOLOGY
HEALTH INFORMATION NETWORK
Be Legendary.” SFN 60297v2 (12-2022)

The North Dakota Health Information Network (NDHIN) allows health care providers to electronically access, use, and disclose patient
health information. Information is encrypted and sent over a secure network. The North Dakota Information Technology Department (NDIT)
is required by statute N.D.C.C. § 54-59-26(b) to implement and administer a health information exchange.

Please print clearly. "Required. (Hover over field text for help.)

Name of NDHIN Participant (Health Care Organization)® User ID

Authonzed User's Name* Title* E-mail Address™

National Provider Identifier (NP1) (Personal NPI for Primary Provider or Pharmacist, Facility NP1 or N/A for other users)*

Facility Address* City* State” ZIP Code*

Choose the role that matches the user’s job function.

*Select... A

Role:
| Othe

Provider

MNurse

Pharmacist
Participal Other Clinical Roles impermissible access, use or disclosure of patient health information by Authorized Users.
Impermis Front Desk e may result in disciplinary action and termination of this agreement and a breach could result in
personal| iesith plan

Privacy Officer

Asan A following terms and conditions.

6. After signing the form, User enters the provided name and email for their Granting
Authority into the Participant 2 fields:

Assign to next participants b4

To complete the form please enter the information for the next participant. They will receive an
email to complete this form.

* Participant 2 A

The Next Participant is the person authorized to sign off on this form. Their info was likely pr
ovided in the email in which you obtained the link to this form. If not, contact the sender for

the information. Read Less
First name Last name Email address
Enter first name Enter last name Enter email address

+ Add Message

Cancel Next
«<»
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7. User provides their own email which triggers an authentication email to the user.

Enter Your Information

Please enter your emall and then click to sign this document.

Email

8. User is presented with this message.

Just one more step

We just emailed you a link to make sure it's you. It'll only take a few seconds, and
we can't accept your signature on "NDHIN Authorized User Agreement” until
you've confirmed

9. User opens their email, finds the authentication email, and confirms their email address
by clicking on the blue sentence ‘Confirm my email address'.

Please confirm your signature on NDHIN Authorized User Agreement
@ Adobe Sign <adobesign@adobesign.com= © Reply
To I

(D If there are problems with how this message is displayed, click here to view it in a web browser,
Click here to download pictures. To help protect your privacy, Outlook prevented automatic download of some pictures in this message.

| FEEE¥ CAUTION: This email ¢

from an outside source. Do not click links or open attachments unless you know they -

&

E Thank you for signing NDHIN Authorized User
Agreement. To complete the process, you just need to
confirm your email address using the link belows. It will
only take seconds.

Confirm my email address

After you confirm your signature and other form
participants have fulfilled their roles, all parties will
receive a completed copy of NDHIN Authorized User
Agreement as a POF.

10. Granting Authority receives an email notification that and eAUA has been signed.
Please note the two names in the red box, below.

a. The user requesting access will be the first name and the second name MUST be
the name of the granting authority.

b. If the second name is not the granting authority, you must contact the user and
ask them to start over by clicking the link and filling out a new form. Inform the

user that they must put the granting authority’s name and email in the ‘Assign
the Next Participants’ box.
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Julie Smith has signed NDHIN Authorized User Agreement

- . . € Reply L3
Adobe Sign <adobesign@adobesign.com> D repl J
To @ Schafer, Suzann B.

(1) 11 there are problems with how this message is displayed, click here to view it in a web browser.
Click here to download pictures. To help protect your privacy, Outlook prevented automatic download of some pictures in this message.

NDHIN Autharized User Agreement - unsigned.pdf
] 125KB

| =*Eas CAUTION: This email origi d from an outside source. Do not click links or open attachments unless you know they are g

&

(5] | NOMIN Authorized User Agrecment has been signed by
Julie Smith (sb: ‘eri@nd.gov). It has now been sent to
Suzann Schafer (s nd.gov) to sign.

Why use Adobe Acrobat Sign:

= Exchange, Sign, and File Any Document. In
Seconds!

» Set-up Reminders. Instantly Share Copies with
Others.

= Sae All of Your Documents, Anytime,
Anywhere.

11. Granting Authority receives a second email giving them the option to either Review and
Sign or to Delegate the approval signature to another person.

Your signature is required on NDHIN Authorized User Agreement

) : . © Reply | %
Adobe Sign <adobesign@adobesign.com> 4 J
To @ Schafer, Suzann B.

i ) If there are problems with how this message is displayed, click here to view it in a web browser,
Click here to download pictures. To help protect your privacy, Outlook prevented automatic download of some pictures in this message.

***** CAUTION: This email originated from an outside source. Do not click links or open attachments unless you know they are
[

E Please sign NDHIN
< Authorized User
Agreement

Julie Smith (sbschafer@nd. gov) has completed NDHIN
Authorized User Agreement. Now it s your tumn,

Click
Apreoment.

en NDHIN Authorized User I

er you sign Authorized User Agreement, all
parties will receive a final POF copy by email.

If you need to delegate this document to an authorized
party for signature, please do not forward this email.
Irstead, click here to delegate,

:ﬂ Right-chek or e and hokd hars o Sownload

12. If delegation is chosen, these boxes are completed. Only the person to whom the
signature is delegated will see the message.

Delegate this document

To send this document to another individual in your organization for signature, enter their email
address and a message below.

Email:

Message:
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13. Granting Authority adds the User ID only if the organization is using Single Sign On, and
then reviews and signs the document. The Granting Authority clicks ‘click to sign’ at the

bottom of the form.

NOETH AUTHORIZED USER AGREEMENT
Dako*l'a NORTH DAKOTA INFORMATION TECHNOLOGY
HEALTH INFORMATION NETWORK

Be Legendary.” SFN 60297 (11-2020)

The North Dakota Health Information Network (NDHIN) allows health care providers to electronically access, use, and disclose patient
health information. Information is encrypted and sent over a secure network. The North Dakota Information Technology Department (ITD)
is required by statute N.D.C.C. § 54-59-26(b) to implement and administer a health information exchange.

Please print clearly.

Name of NDHIN Participant (Health Care Organization) User ID
Windsor Hospital

Authorized User's Name Title Specialty
Julie Smith RN

| HAVE READ AND AGREE TO COMPLY WITH THE NDHIN AUTHORIZED USER AGREEMENT

Aumo:;ized User's Signature
- o’

Date
Ll 09/19/2022
farticmam (Health Care Organization) Granting Authonty's Signature |Name Date
Click here to sign 09/19/2022

14. Message opens stating the process is complete. A copy of the completed form can be
downloaded at this time, and all parties will receive a copy of the completed form.

o You're all set

You finished signing "NDHIN Authorized User Agreement”.

We will email the final agreement to all parties. You can also download a copy of
what you just signed.

Manage your Acrobat Sign agreements

15. Email received by User, Granting Authority, and NDHIN.

NDHIN Authorized User Agreement between STATE OF NORTH DAKOTA INFORMATION TECHNOLOGY DEPARTMENT.

) Reply | %) Reply &l

Pece Lo view it in 8 web browser,
ey, Outlook prevented automatic downicad of some pictures in this message.

[0} NOHIN Authorized User Agreement - signed.pdf
Uel 1mke

[ e CAUTION: This email originated from an outside source. Do not click links or open unless you know they are safe. *****

]

NDHIN Authorized User
Agreement between STATE
OF NORTH DAKOTA
INFORMATION TECHNOLOGY

5 DEPARTMENT., Julie Smith
and Suzann Schafer is
Signed and Filed!

Tt Suzann Schafer and Julie Smith

Attached is a final copy of NDHIN Authorized User
Agrecment,

Copies have been automatically sent to all parties to
the agreement.

Ya

ument in your Adobe Acrobat Sign
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16. Weekly, NDHIN downloads the all the information in the AUAs received in the prior
week. That file is submitted to the NDHIN vendor, Orion. Orion creates the users, sends
the new user and the password emails to the new user.

17. Urgent new user AUAs will still be processed upon request.

18. The granting authority will no longer receive the email notifying them that user setup is
complete. The email displayed in step 16 will serve as notification that the user request
was received by NDHIN.
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NDHIN Authorized User Agreement Link

Click the above link to open the NDHIN Authorized User Agreement electronic form. Follow the
attached instructions to complete the form. You will receive an email once your user account is
created.

When you are asked to assign the NEXT PARTICIPANT, enter:
{Participant Granting Authority enter name and email here}

Who is the next J

u -
participant?
Assign toinext participants
To complete th form please enter the Information for the next partiipant. They will recéhve an
omall 1o complote this form
* Participant 2 M

WTE

./ \"'.
| Cancel )
L I

Please remember: As an authorized user of the North Dakota Health Information Network
(NDHIN) Clinical Portal you have agreed to access only the patients and patient data that is
necessary to do your job. Additionally, NDHIN policy states: NDHIN shall limit the right of an
Individual to access their own PHI or that of a family member. Additional information on
NDHIN policies can be found at https://www.ndhin.nd.gov/about-us/ndhin-policies.

Page 7
9/20/2022 SBS


https://na2.documents.adobe.com/public/esignWidget?wid=CBFCIBAA3AAABLblqZhAiqr7xlleuqr8WkTnE1z1VsF3DYRbIHUEezmP8Syi7W-jxiZAtp3wXO-x4ULO1CKE*
https://www.ndhin.nd.gov/about-us/ndhin-policies

